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[bookmark: TemplateOverview]This report provides sample answers, or an indication of what answers may have been included. Unless otherwise stated, these are not intended to be exemplary or complete responses.
The statistics in this report may be subject to rounding resulting in a total more or less than 100 per cent.
Multiple-choice questions
The table indicates the percentage of students who chose each option. Grey shading indicates the correct response. The statistics in this report may be subject to rounding, resulting in a total of more or less than 100 per cent.
	Question
	Correct answer
	% A
	% B
	% C
	% D
	Comment

	1
	C
	3
	16
	79
	2
	

	2
	B
	16
	84
	0
	0
	

	3
	D
	1
	0
	0
	99
	

	4
	C
	20
	4
	69
	7
	

	5
	B
	3
	69
	22
	6
	While it is suitable to consult all end users, it is management that need to make the initial decisions about budget and location.

	6
	D
	0
	18
	39
	43
	A, B and C all assume Luda can make support decisions without proper consultation with users.

	7
	A
	85
	0
	12
	3
	

	8
	D
	2
	3
	10
	85
	

	9
	C
	7
	34
	54
	4
	Option C is on the same subnet and within the acceptable address range as per IPv4. 
Options A and B are on completely different subnets, and D has an invalid number, 410, for IPv4.

	10
	D
	21
	10
	14
	55
	Regulations are not included in a code of ethics.

	11
	D
	7
	1
	8
	84
	

	12
	C
	21
	36
	36
	7
	A data breach can also occur when data has been lost, not just accessed without consent. Only option C includes a reference to ‘lost’.

	13
	D
	5
	12
	3
	79
	

	14
	A
	3
	86
	6
	5
	The principles are entirely voluntary. 

	15
	A
	61
	7
	18
	14
	

	16
	A and D
	7
	1
	4
	87
	As a result of psychometric analysis and review, both A and D have been accepted as correct responses. Option C is plausible but incomplete compared to option A. 
Option B is incorrect as updates are vital for security. 

	17
	A
	41
	31
	23
	4
	Current IP law is in discovery. AI does not have any rights under Australian copyright law and therefore there is no legal obligation to indicate that AI was used to generate the work. GenAI output can be covered by copyright if it resulted from sufficient human creative input, in a similar way that works created using other technological tools can be covered by copyright.
To be attributed as the author requires significant human intervention.

	18
	B
	14
	76
	2
	7
	

	19
	B
	3
	84
	10
	2
	

	20
	C
	10
	2
	81
	6
	




Short-answer questions
Question 1
	Mark
	0
	1
	2
	Average

	%
	20
	46
	34
	1.1


Correct responses were relevant to the provided scenario and written in the form of questions.
Examples of troubleshooting questions included:
What are the minimum system requirements for the software?
What are the specifications of your laptop?
What OS are you currently using?
Has the OS recently been updated?
Have you checked for software updates? 
Have you tried to install the application on another computer?
Does the application require internet access?
Have you signed into the application?
Is the application licensed?
Have you tried to uninstall/repair/reinstall the application?
Have you tried to reboot/restart the laptop?
Was it a legal download? 
What type of laptop are you using? 
Question 2a.
	Mark
	0
	1
	2
	Average

	%
	21
	25
	54
	1.4


One mark was awarded for identifying phishing as the type of attack and one mark was awarded for stating a prevention technique.
Prevention techniques included:
two-factor authentication
spam filters
email gateways
conducting staff training
anti-malware software
checking with IT if unsure of source.


Question 2b.
	Mark
	0
	1
	2
	Average

	%
	65
	22
	13
	0.5


The correct order of steps is: contain, assess, notify, review.
These specific terms were not required, and marks were awarded for explanations of these terms.
One mark was awarded for two or three steps in the correct order.
Full marks were awarded for all four steps in the correct order.
A common error was to put assess before contain. If a data breach is suspected, an organisation needs to isolate or stop the system immediately and then work out if there is a problem.
Another common error was listing multiple people to notify and leaving out other steps.
Question 2c.
	Mark
	0
	1
	2
	Average

	%
	46
	44
	10
	0.7


Correct responses addressed how the privacy policy affects customer obligations. 
One mark was awarded for mentioning the legal compliance requirement to protect data (or similar).
One mark was awarded for mentioning that clients needed to be notified.
A common error was to repeat the same obligation using different language.
Question 3a.
	Mark
	0
	1
	2
	Average

	%
	32
	47
	21
	0.9


Students were awarded one mark for each of two potential causes.
The stem of the question mentioned that the lag occurred during file sharing. Responses needed to be relevant to this scenario.
Suitable responses included:
bandwidth limitations on the shared router
insufficient network hardware (e.g. underpowered switch)
extensive use of network
unstable connection
firewall restricting access
slow access to cloud server.
A common error for Question 3 was to only mention the hardware or the cable being slow. In order for this response to achieve marks, students needed to be specific about what hardware or what type of cable was slow.


Question 3b.
	Mark
	0
	1
	2
	Average

	%
	44
	40
	16
	0.7


Correct responses listed two effective solutions. One mark was awarded for each solution.
Examples of solutions included:
adding a dedicated NAS (Network Attached Storage) to reduce time to data source
upgrading to a higher-capacity switch to reduce congestion by offloading data transfer from the router
upgrading hardware components to increase RAM
upgrading cabling to higher capacity Cat 6/7 / Fibre (include type)
upgrading server to increase capacity of network
upgrading cloud services/NAS.
Common errors included:
simply stating a piece of hardware without indicating what needed to happen to it
stating something needed to be better or more efficient, which is too vague.
Students are encouraged to think about how they would communicate this to a client who wants to know what they are going to spend money on.
Question 4a.
	Mark
	0
	1
	2
	Average

	%
	9
	22
	70
	1.6


Correct responses gave questions that would be asked of a client who is an accountant, not a computer technician. Responses were quite broad as this is a real-life industry question.
Example responses included:
How many new staff will need to be catered for?
Do you have proposed locations of computer users?
Do you want staff to be able to share resources?
When can I come to do the work?
Do you need a wired or wireless system?
What software is required to run the business?
Do you have operating system preferences?
Do you require training?
Do you have any work health and safety (WHS) requirements in your building?
What is the size of the building/office?
Do staff need to access resources remotely?
Do you want to integrate any existing devices/software?


Question 4b.
	Mark
	0
	1
	Average

	%
	10
	90
	0.9


The correct response was to either:
check previous logs or tickets (other terms that indicated the same thing were also accepted)
have a conversation with the client.
Question 4c.
	Mark
	0
	1
	2
	3
	Average

	%
	6
	4
	43
	46
	2.3


Correct responses needed to side with the argument that five half-days of training were better than one full day.
One mark was given for each of two positives of five half-days.
One mark was given for one negative of one full day.
Positives for five half-days of training included:
easier to take in
can remember better
less interruption to normal work
can be worked around
more time allocated for learning
can cover more information.
Negatives for one full day of training included:
harder to learn a large amount in one go
harder to remember
follow up will likely be needed
problems with absent employees.
Well-reasoned responses arguing a case for one full day of training could not receive full marks, as the question asked them to justify five half-days. These responses could only be awarded up to two marks.
Question 5a.
	Mark
	0
	1
	Average

	%
	97
	3
	0.1


The correct response was Group Policy Object(s).
Students should be aware of terms for grouping users in an organisation as this is a common task in system administration.


Question 5b.
	Mark
	0
	1
	Average

	%
	74
	26
	0.3


Correct answers referred to either domain level, casual staff, low-level staff or similar.
A common error was to refer simply to staff. Everybody who works at the organisation is staff, including the ICT technicians, so this does not distinguish the users in this group.
Another common error was to suggest that management or the ICT administrators have this applied. Students are encouraged to read the question carefully, as it was asking who is doing the applying and not who it is applied to.
Question 5c.
	Mark
	0
	1
	2
	Average

	%
	54
	13
	32
	0.8


Correct answers usually referred to a bulk email or similar message (text, group Slack, etc). One mark was awarded for identifying a relevant communication method.
One mark was awarded for justifying why a message was best practice. Correct responses referred to a high level of casual staff who would not be available all at once for a meeting, or to the advantage of having the message in writing so people can refer back to it.
Question 5d.
	Mark
	0
	1
	Average

	%
	40
	60
	0.6


One mark was awarded for any one of the following responses:
Review IT Help Desk logs – staff should be logging a support ticket with the IT Help Desk if they are having issues.
Review system notifications.
Look for failed login attempts.
Check for lockouts.
Check passwords have been changed.
Make/send out a feedback form (as there has not yet been a prompt to make one).
Question 6a.
	Mark
	0
	1
	Average

	%
	68
	32
	0.3


The correct response was incremental backup.
A common error was to refer to an option in the question (e.g. Option B). No option is fully incremental.


Question 6b.
	Mark
	0
	1
	2
	Average

	%
	46
	28
	25
	0.9


The question asks why Option B is advantageous over Option C. The question also places the failure on a Friday morning.
One mark was allocated for explaining the Option B backup process. One mark was given for explaining how Option C was more cumbersome. No marks were awarded for simply stating that Option B was better.
The following is an example of a possible response:
To restore the data from Backup B would only require the full backup from Monday and then the differential backup from Wednesday. To restore the data from Backup C would require the full backup from Monday and then each incremental backup from Tuesday, Wednesday and Thursday. 
Question 7a.
	Mark
	0
	1
	2
	Average

	%
	32
	32
	37
	1.1


One mark was awarded for stating an appropriate ethical consideration.
One mark was awarded for explaining how that consideration relates to this scenario.
The following are examples of possible responses:
Fair treatment – Some of the retirees may not be comfortable or proficient in using the online booking system.
Communication – The club should have informed members prior to the proposed change to ensure they have an alternative means to book a round.
Privacy – How will the golf club store the members’ bookings to prevent unauthorised access?
The exact naming of ethical concerns was not required. Many high-scoring responses were able to communicate the concern (e.g. fairness) without using that specific term.
Question 7b.
	Mark
	0
	1
	Average

	%
	31
	69
	0.7


One mark was awarded for appropriate ways to assist golf club members.
Examples included:
Organise training at the venue.
Place instructions on the website.
Make a video tutorial.
Communicate via email.
Send correspondence by mail.
A common error was to argue that the change not be made for certain members, which is not an example of how to assist members.
Question 7c.
	Mark
	0
	1
	2
	3
	4
	Average

	%
	9
	17
	19
	29
	26
	2.5


Students received one mark for any four of the following, which relate to what is required on a consent form.
written signature
date of signature
member’s name
marketing company details
what information will be stored
how to opt out of the marketing offer
where to access the Privacy Policy on the club website
how members’ data will be used
where members’ data will be stored (that is, in Australia)
any data that may be passed on to third parties.
A common error was to list specific details of the competition.
Another common error was to write the same thing multiple times. Students are advised to read over their response to check they have written distinct answers.
Question 7d.
	Mark
	0
	1
	Average

	%
	50
	50
	0.5


The club had a turnover of more than $3 million.
Responses that stated the club had a turnover of $5 million were also awarded the mark, as students reasoned $5 million is more than $3 million.
Question 8
	Mark
	0
	1
	2
	3
	Average

	%
	8
	18
	50
	24
	1.9


Either option is viable. Students needed to justify their answer with three valid reasons. One mark was awarded for each of two positive reasons. One mark was awarded for a negative of the non-preferred option.
Option 1: Spare parts
Positives:
get your laptop back quickly as the department is well staffed and could quickly repair the computer
your data is on your laptop.
Negatives of other option:
older, slower laptops.


Option 2: Replacement laptops
Positives:
can continue working
has same software.
Negatives of other option:
don’t have your laptop while being repaired.
Question 9a.
	Mark
	0
	1
	2
	3
	Average

	%
	23
	44
	29
	4
	1.2


One mark was awarded for an appropriate IP concern, which included:
While there is a provision for the use of educational materials under the Statutory Education Licence, this relates to limited use, such as a chapter in a book, not an entire text. 
By uploading an entire text, Alison would exceed this agreement without first consulting the original owner.
As Alison (or AI) created the booklet at school during work hours, the school would own the IP for the booklets.
One mark was awarded for an appropriate ethics concern, which included:
Fair treatment / social responsibility: Alison should not be excluding students from access to educational materials based on socio-economic factors.
Education: Information was created at school using school resources.
One mark was awarded for an appropriate privacy concern, which included:
Alison should not be directing students to a private blog to access school-based materials, as, the website, unlike the school network, may not be secure.
Alison is potentially handling private information, such as student details, without consent and may not have adequate privacy policies in place.
Alison does not know what the AI company will do with the information.
Most students were able to identify that the material was not Alison’s intellectual property. However, students are encouraged to learn to distinguish what concerns are ethical, as copyright is not an ethical concern.
Question 9b.
	Mark
	0
	1
	2
	Average

	%
	17
	23
	60
	1.5


One mark was awarded for each of two appropriate consequences.
Examples included:
She may be asked to pay back any profit made from selling the materials.
She will be required to remove all the materials from her blog / copyright strike.
She may be dismissed from the school.
She may be sued by the textbook company.
She may incur fines.
A common error was to state Alison was breaking copyright, which is not a consequence. Another common error was to simply state Alison would get in trouble or similar. Students are encouraged to be more specific in their responses.
Question 10a.
	Mark
	0
	1
	2
	Average

	%
	18
	39
	43
	1.3


Correct responses referred to something that would be found in a Help Desk log.
Examples included:
Check with the teacher who used the room before Jenny.
Check if there are any other similar reported problems.
Check the log for any issues with the projector in the classroom.
Review the actions taken to solve the previous problems or requests.
Check for patterns.
Check to see if Jenny has logged the problem previously.
Question 10b.
	Mark
	0
	1
	2
	Average

	%
	21
	39
	40
	1.2


One mark was awarded for each of two appropriate responses.
Examples included:
to ensure you can assist Jenny appropriately
to work out what actions were taken to fix similar issues
to gauge level of support required.
Question 11
	Mark
	0
	1
	2
	3
	Average

	%
	18
	3
	11
	68
	2.1


One mark was awarded for a strategy, one mark was awarded for an advantage and one mark was awarded for a disadvantage.
Strategies: 
multi-factor authentication (authenticator app, token or SMS)
biometrics
facial recognition
certificates
secondary login questions.


Advantages: 
need to have a second device to gain access 
makes it harder to gain access due to secondary device
biometrics are very hard to copy
only the registered users can gain access
must have certificate installed on the device to gain access
questions are unique to individual users.
Disadvantages: 
need to have skills to implement solution
if something goes wrong you cannot gain access without contacting ICT Support
not all staff may have a mobile that is compatible with an authenticator app
staff may not want to use their own phone / refuse to use it
family members could answer personal questions.
Question 12a.
	Mark
	0
	1
	2
	Average

	%
	50
	36
	14
	0.7


One mark was awarded for any two of the following:
Data can be easily transferred between devices on the network.
Data can be transferred outside the network.
Data is securely transferred.
Data can be transferred between multiple devices.
Question 12b.
	Mark
	0
	1
	2
	Average

	%
	16
	57
	28
	1.1


One mark was awarded for any two of the following:
monitor
detect/identify
filter/limit/restrict
block
rules based on security protocol
support incoming and outgoing traffic.
A common error was to have two responses that were too similar (e.g. limit and restrict).


Question 12c.
	Mark
	0
	1
	2
	Average

	%
	48
	24
	28
	0.8


One mark was awarded for identifying any of the following security controls and one mark was awarded for the explanation.
Multi-factor authentication (MFA) requires users to provide multiple forms of verification before accessing the network, adding an extra layer of security.
Mobile device management (MDM) allows administrators to manage, monitor and secure mobile devices remotely.
Encryption protects data from unauthorised access.
Network segmentation divides the network into smaller segments to limit the spread of potential breaches and restrict access to sensitive data.
Regular software updates ensure that all devices have the latest security patches and updates to protect against known vulnerabilities.
Secure wi-fi connections (WPA) encourage the use of secure, encrypted wi-fi connections and avoids public wi-fi networks.
Remote lock and wipe allows administrators to lock or erase data on a device remotely if it is lost or stolen.
Application control restricts the installation and use of unauthorised or potentially harmful applications on the device.
Question 12d.
	Mark
	0
	1
	2
	Average

	%
	54
	23
	23
	0.7


One mark was awarded for indicating that a switch is faster.
One mark was awarded for responses that identified less congestion or handling multiple data packets were the advantages of switches.
Question 12e.
	Mark
	0
	1
	2
	Average

	%
	56
	24
	21
	0.7


One mark was awarded for mentioning that a DNS converts or translates web addresses.
One mark was awarded for mentioning that this occurs between an IP address and hardware.
Question 12f.
	Mark
	0
	1
	Average

	%
	79
	21
	0.2


Local DNS provides less traffic to and from the internet as it can cache data, reducing the need to always refer to an internet-based DNS.
Question 12g.
	Mark
	0
	1
	Average

	%
	84
	16
	0.2


Students needed to circle one server.
A common error was that a DNS existed on a wire, not on a physical device.
Another common error was to circle both servers. There can only be one DNS on the network or there will be a conflict.
Question 12h.
	Mark
	0
	1
	2
	3
	Average

	%
	16
	16
	36
	33
	1.9


One mark was awarded for each of three procedures relevant to moving PCs.
Examples included:
Ensure the surrounding area is clear of obstructions.
Assess the weight of the object and do not attempt to move if it feels excessive.
Ask for assistance.
Bend with knees.
Keep a straight back.
Do not twist while carrying the load.
Walk slowly toward the target area in a controlled manner.
Wear PPE (only mention once).
Unplug/ensure electrical safety.
Only place the PC on a stable surface.
Question 13a.
	Mark
	0
	1
	2
	Average

	%
	13
	49
	38
	1.3


One mark was awarded for describing a feedback type and one mark was awarded for an explanation.
Examples included:
Assessing client satisfaction: Feedback forms provide a structured way to gauge how satisfied clients are with the solutions and support provided.
Identifying areas for improvement: By collecting feedback, organisations can pinpoint specific areas where their services or products may be lacking.
Enhancing service quality: Regular feedback allows organisations to continuously refine their processes and offerings, leading to higher quality service and better client experiences.
Building client relationships: Soliciting feedback shows clients that their opinions are valued, and that the organisation is committed to meeting their needs.
Measuring performance: Feedback forms can help track the performance of different departments or employees.
Supporting decision-making: Data gathered from feedback forms can inform strategic decisions, such as resource allocation, training needs and product development.
Compliance and accountability: In some industries, collecting feedback is a regulatory requirement. It also holds the organisation accountable for the quality of its services.
Encouraging continuous improvement: Feedback fosters a culture of continuous improvement by highlighting successes and areas for growth.
Question 13b.
	Mark
	0
	1
	2
	Average

	%
	55
	29
	16
	0.6


One mark was awarded for naming a principle and one mark was awarded for providing a reason.
Staff should be guided by one of the following statements:
Clear communication: Explain the purpose of the feedback form and how their input will be used to improve services. This helps clients understand the value of their feedback.
Ease of access: Ensure the feedback form is easily accessible. This could be through a direct link sent via email, a QR code or a prominent section on your website.
Simplicity: Use clear, concise language and avoid jargon.
Clarity: Make sure the questions are easy to understand and answer.
Encouragement: Encourage clients to be honest and reassure them that their feedback is confidential and valued.
Reassurance: Let them know that their opinions will directly contribute to enhancing the service.
Follow-up: After the form is completed, follow up with a thank you message.
Question 13c.
	Mark
	0
	1
	Average

	%
	29
	71
	0.7


One mark was awarded for either of the following:
Distribute the form.
Proofread the form or get the form approved by a manager.
A common error was to mention reviewing or analysing the data, which has not yet been collected.
Question 13d.
	Mark
	0
	1
	Average

	%
	24
	76
	0.8


One mark was awarded for any of:
Improve product and service.
Measure customer satisfaction.
Build customer loyalty.
Enhance customer experience.
Identify trends.
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